OBJECTIVE: To lay the groundwork for a better understanding of patient views on medical confidentiality. DESIGN: Studies were found by searching MEDLINE, BIOETHICSLINE, and selected bibliographies. Articles concerning physician perspectives or implications of legal and administrative regulations were excluded. Only peer-reviewed journal articles reporting original research on patients' confidentiality views and conduct were included.
M edical confidentiality, despite its diminished state, remains important to doctors and patients. 1 Effective treatment requires accurate information. Patients are most likely to provide this information when they are not worried about public exposure. Organized medicine has begun to take seriously the need to respond officially to patient concerns. 2, 3 An AMA task force has issued guidelines for health care organizations and experts have emphasized the urgent need to take seriously these patient concerns. 2, 3 The federal government has sought to reinforce deteriorating confidentiality protections by limiting some secondary uses of medical information. 4 At the same time, however, new regulations permit or simplify access to medical information for insurers, practitioners, researchers, and law enforcement. 4 Whether the combined effects of these provisions will be to increase, decrease, or bypass patient confidentiality concerns is unpredictable. A more certain consequence may be that patients will be confused about their rights to, and the scope of, medical confidentiality protection. Guiding patients through these changes and preserving the benefits of medical confidentiality will not be easy. A greater awareness of how patients understand medical confidentiality and what they are likely to do when they believe confidentiality protections are inadequate is essential. A shift in perspective can facilitate the process. Instead of analyzing medical confidentiality from the physician's perspective as a professional and bureaucratic responsibility, we look at how patients understand and use it. However, although patient interests are at the core of medical confidentiality policy, patient views are at the margins of scholarly attention. This review has collected what research is available and analyzes it to inform physicians about important, and some unexpected, patient concerns.
METHODS
To develop a comprehensive account of patient views of medical confidentiality, we searched MEDLINE (1966 ( to March 2001 and BIOETHICSLINE ( to March 2000 , to identify studies of patient attitudes, beliefs, and concerns. We used the National Library of Medicine medical search headings (MeSH) term confidentiality crossed with MeSH terms for sensitive medical conditions, including substance abuse, sexually transmitted disease (STD), domestic violence, birth control, contraception, abortion, infertility, eating disorder, bulimia, anorexia, BRCA, HIV/AIDS, psychiatry, mental health, and genetic testing, and crossed with terms for research methodologies, including questionnaire, data collection, research study, interview, KAP, analysis of variance, and computers. To locate additional articles, citations were reviewed and experts in medical confidentiality consulted.
The majority of the 5,746 articles identified by this search examined confidentiality from the practitioner's perspective rather than the patient's, 5 addressed the need for confidentiality reforms rather than current practice, 6±8 discussed confidentiality issues relevant only to research subjects, or reviewed regulations or laws governing medical confidentiality, 9±12 and were excluded from review. The 347 articles whose abstract or title indicated that they fit our patient-focused criteria were read by SM, NLJ, and PS (at least 2 read each one). Two hundred thirty were excluded because they were opinion pieces, were not based on research with patients (or potential patients), or concerned confidentiality outside of the clinical encounter. An additional 7 were excluded because they addressed dental patients. This left 110 studies that met our criteria. The variable quality and research designs in this set did not permit a meta-analysis. Instead, we grouped the papers into 4 categories relevant to physicians responsible for patient confidentiality. The first 2 categories are general and concern patient knowledge and expectations of confidentiality: 1) understanding and awareness, or what patients think medical confidentiality is, and their awareness of its ethical and legal basis; and 2) limits of access, or who should be allowed access to medical information. The third and fourth categories concern how patient confidentiality worries influence their conduct in medical interactions: 3) effect on seeking care, or how confidentiality concerns affect patients' decisions to seek medical care; and 4) effect on disclosure, or how confidentiality concerns influence what patients will discuss with providers, once care is sought. Table 1 lists the 110 articles grouped by population and topic, and indicates the study methodology, number of subjects, and which of the 4 categories the study addresses. We turn now to discuss these themes and studies in more detail.
RESULTS

Patient Understandings and Awareness of Confidentiality
Only a handful of articles directly addressed patient understanding of medical confidentiality or their awareness of its ethical and legal basis. Regarding patient understandings of medical confidentiality, 3 studies of children (ranging in age from 6 to 18) showed that nearly all of the subjects could choose or generate an approximate definition of medical confidentiality, when researchers used words such as secret or trust, along with, or instead of, confidential.
13±15 Common responses included,``It's private and no one should know,'' 13 or``Just between you and me.'' 15 In contrast, 3 studies of adults reported that subjects often had difficulty explaining medical confidentiality. 16±18 For example, in a study of 76 adult psychiatry patients, slightly more than half responded with``I don't know'' or``I don't understand'' when asked to provide a definition of the word confidentiality. 17 Although these studies are of limited generalizability, 2 implications merit attention. First, there appears to be a group of patients who are unclear about the basic intent or function of medical confidentiality. Additional research below confirms this observation. Second, while the concept to which medical confidentiality refers is familiar to some, the word may not be; to wit: the better performance of the children was elicited using words such as secret or trust. This suggests that clinicians should assess the phrases they use when discussing confidentiality with patients. While adolescents may be able to define confidentiality, many are apparently unfamiliar with physicians' ethical obligation and their own legal right to medical confidentiality. For example, a 1997 study found that 35% of 490 Massachusetts adolescent subjects did not believe or know that HIV tests results were kept confidential, and 19% falsely believed that automatic partner notification followed a positive test result. 19 Four additional studies,
13±15
and a fifth on homosexual youth 20 confirmed that adolescents are uninformed about routine confidentiality protections. No studies reviewed investigated whether adolescents understood the limits on confidentiality imposed by laws that require reporting physical or sexual abuse, and reporting of persons believed to be a danger to themselves or others. 21, 22 Research on adult awareness of medical confidentiality's legal and ethical basis is less useful as it is dated or is exclusive to mental health patients. Furthermore, the mental health patient data show no clear pattern, with 1 study showing high understanding of a physician's obligation to protect patient information 23 and 2 others reporting opposite findings. 24, 25 Focus group research with abused women revealed that although a substantial minority of subjects understood their right to confidentiality, these same subjects were ignorant of state law requiring health care personnel to report suspected cases of physical or sexual abuse. 26 Studies addressing consent to release of medical information reveal similar gaps in patient awareness. Two studies reported that patients signed release-ofinformation statements because they believed they had no choice, 27, 28 and in a third, half of 195 general medicine patients signed release statements without realizing they had done so. 29 One researcher's recognition of this problem led to a study of 1,620 mental health patients in which researchers asked subjects at 2 clinics to fill out release-of-information forms without mentioning whether signing the form was optional or required. All of these clients signed the form. In contrast, 59% of subjects at a third clinic, who were told that they could refuse to sign without losing their right to service, did not sign. 27 Studies also show that patients with sensitive medical information might be more likely to understand the implications of 
Patient Beliefs About Access to Medical Information
The literature addressing patient beliefs about access to medical information poses several questions, including: 1) whether patients approve of their physicians sharing medical information with other physicians; 2) under what circumstances patients might sanction breaches of confidentiality; and 3) patient opinions about sharing medical information with employers, families, and third parties.
Across a wide range of medical settings, including general practice, cancer care, and genetic testing, research has found that most patients recognize physicians' need to share patient information with one another, 17 ,23,24,32±34 although 1 study suggests that HIV patients may be less likely to approve information sharing. 35 Patient conviction that access to medical information should be restricted to people involved in patient care is upheld by several studies examining confidentiality breaches. Patient opinions about when confidentiality can be broken without their permission vary by patient population, information content, and to whom the information would be given. Adolescents based acceptance of breaches on the perceived severity of the problem, with situations such as physical or sexual abuse and suicide threats justifying disclosure to appropriate officials. 13±15,36 Battered women participating in focus groups agreed that breaching confidentiality might be acceptable, but only in a situation in which the woman herself wanted relief from the burden of disclosure. 26 Of 100 parents of pediatric cancer patients surveyed in 1998, the vast majority sanctioned information disclosure without consent when done to help families in similar situations. 37 In general, while patients may not be aware of specific laws protecting medical information, they do expect that it will be kept confidential and that this confidentiality will be breached only in exceptional situations that threaten the welfare of the patient.
38±40
However, while accepting information sharing among doctors, patients in numerous studies rejected release of information to employers, family, and third-party payers. 15 Several studies examined patient concerns about confidentiality within the medical setting itself. The majority of adults surveyed in 3 studies indicated that they expected nurses and medical students to have limited access to patient medical records, 55±57 while subjects in 2 other studies maintained that office staff did not, or should not, have access at all. 33, 35 In addition to preferring limiting access to only certain members of a medical team, a survey of 177 family practice patients reported that many did not anticipate that their personal cases would be presented at large conferences (31%), shared with physician's spouses (83%), or discussed at parties (82%). 55 Adolescents participating in focus groups worried that nurses and other staff exchanged patient information on occasions unrelated to patient care and saw it as the possible means by which private medical information might reach parents. 15 Medical record computerization studies suggest this technology sometimes exacerbates confidentiality concerns. Five studies of primary care populations found that one third to one half of respondents were concerned that computerized systems allow too many people easy access to records. 33 ,58±63 However, only a small number of patients reported that computerization concerns were strong enough to lead them to withhold information from a physician or to consider changing physicians.
64,65
The Effect of Confidentiality Concerns on Patients' Willingness to Seek Care
Studies examining willingness to seek HIV testing outnumber all other studies about how confidentiality concerns might influence care seeking. Nine of 20 studies on this topic examined patient preferences for anonymous testing (no link between test result and individual's name) versus confidential testing (test result linked to individual's name). The earliest, a 1988 survey of 1,148 first-time patients seeking HIV testing in Oregon public health clinics, reported that the introduction of anonymous testing increased testing 125% among gay men, 56% among prostitutes, and 33% among persons with highrisk sexual partners. 66 Subsequent studies confirmed the finding that anonymous HIV testing attracts more testers than confidential testing.
67±74
Underscoring preference for anonymous testing, 4 studies conducted between 1988 and 1996 reported substantial numbers of potential testers who would forego HIV testing altogether if only confidential testing were offered. 66, 67, 72, 73 Contact tracing also deterred some highrisk individuals from testing. 75±78 However, a 1999 study of 130 high-risk males seeking testing at a San Francisco HIV clinic found that an explanation of the public health advantages of contact tracing can increase slightly the number of people willing to test. 79 Finally, several studies reported that fear of being seen entering HIV clinics 80±84 or being seen taking HIV medication 85 was sufficient to deter some people from seeking care. While anonymous testing seems to increase the number of willing HIV testers, a recent study of 251 seropositive male clients of Missouri public health clinics suggested a potentially troubling consequence of heightened privacy concerns. 86 Interviews with these HIV testers found that those who had tested anonymously in the past were less likely than those who had tested confidentially to have notified partners or primary providers of their HIV status, or to have accepted care coordination. Adolescents rank alongside those seeking HIV testing in the extent to which confidentiality concerns influence decisions of when and where to seek medical care.
14,87±89
Inadequate trust in private physicians to withhold information from parents is frequently reported as a cause of unmet health needs.
90±93
Rather than risk information disclosure to parents, 25% of 1,295 high school seniors surveyed in 1992 reported that they would forego care altogether.
14 Those preferring not to forego care sought it elsewhere. Of 356 female adolescent patients at a Planned Parenthood clinic, 24% reported not trusting their primary care doctor to keep confidential conversations about sexual activity, 35% reported the same concern for STDs, and 40% for pregnancy. 94 Greater trust in adolescent-specific health care services to protect confidentiality leads adolescents to seek care in these settings. 14,21,90,95±99 Authors of a survey on HIV-related knowledge and behavior given to 490 randomly selected Massachusetts adolescents, ventured that the large number of subjects who reported getting HIV testing through a blood bank might be explained by teenage ignorance of where to go for confidential health care. 19 Even when they know where to seek care, adolescents report that fear of being seen entering a doctor's office or purchasing condoms at a drug store stops some from doing so. 100 Limited data suggest that some mental health patients also forego care due to confidentiality fears. 16 Likewise, fears about insurance and employment discrimination subsequent to genetic testing hinder some people at risk from seeking this service. Individuals reported trying to protect the confidentiality of genetic information by paying out-of-pocket for testing, obtaining insurance policies prior to genetic testing, or obtaining anonymous genetic testing.
54,100±103
The Effect of Confidentiality Concerns on Patients' Willingness to Disclose Information
Among HIV positive patients who seek care, confidentiality worries lead some to withhold vital information from clinicians.
84,104±111 Many who withheld their diagnosis from doctors did so because they did not trust the practitioner or the clinical setting to be able to keep the information confidential, 81 or they feared refusal of treatment or discrimination. 83, 84, 105, 111 In response to studies indicating patient unwillingness to disclose an HIV positive diagnosis due to confidentiality concerns, recent research has surveyed patients about more effective methods for protecting HIV-related patient information in primary care clinics. For example, in one questionnaire study of HIV positive patients attending a genitourinary clinic, 34% of those who objected to the clinic staff knowing their status said that they would be more willing to disclose this information if the clinic were to adopt and clearly advertise a nondiscrimination policy. 35 Other studies report on the value of refining methods to screen high-risk behavior, including using computers, in an effort to generate higher rates of risk-behavior disclosure.
65,112±115
Studies on adolescents confirm that they too withhold information from clinicians due to confidentiality concerns. 20, 21, 95 ,116±119 Censored topics include sexual orientation, drug use, and depression. For some adolescents, withholding information is a routine protective strategy when deciding to seek care. One survey of 6,821 adolescents found that, on average, adolescents ranked confidentiality concerns a distant 11th in a list of deterrents to seeking medical care. When a subset of these original subjects were subsequently asked to react to this finding, several ventured that they could protect their own confidentiality simply by remaining silent. 98 Additional populations reporting withholding information due to fears that confidentiality would be inadequately protected include blood donors, mental health patients, people seeking genetic testing, and bisexuals and lesbians seeking gynecological care. 25,26,101,120±122 
DISCUSSION
The patient's perspective on medical confidentiality has been studied primarily within vulnerable populations, including mental health patients, seekers of genetic testing or HIV testing, and adolescents. Research has focused on practical circumstances facing these populations, such as preferences for anonymous versus confidential HIV-positive testing, rather than inquiring more broadly into the confidentiality worries of patients. Perhaps for this reason, it is still the exception in confidentiality research to refer to or build on prior research. Generalizations from these studies are hindered by their highly specific research questions, the variety of populations studied, and the frequent incommensurability or inadequacy of research methods and design.
Nonetheless, 4 summary points can be drawn from this review of patient views on medical confidentiality. First, patients are confused about basic ethical, legal, and practical limits on medical confidentiality. For example, the word``confidential'' may not be understood by all patients, 16±18 and many seem confused over which medical information is protected, and how. 19,20,24±29 As a result, patients often either underestimate or overestimate the extent of confidentiality protections, especially concerning preferences or assumptions about third-party payers' access to medical information. 17,24,27±30,32,34,42 Underestimating confidentiality protections leads adolescents and people at risk for HIV to deprive themselves of needed care for fear that information will be necessarily and automatically released. 14,66,67,72,73,90±93 Second, patients' confidentiality concerns are often more local and specific than the concerns that policies and new federal regulations address. For example, patients worry that someone from their community will witness them entering or exiting a clinic. 80±83,85 Other patients expressed the opinion that clinic staff ought not live in the community. 33 Some assume that doctors will discuss patient cases with the nurse, and that both doctor and nurse might take patient medical information beyond the walls of the clinic by sharing it with the patient's relatives, with their own family and friends at social gatherings, or at conferences. 35 ,55±57 Patient objection to the practice of sharing information with nurses or office staff then is based not on a rejection of the medical or bureaucratic justification of the need to share details of a case, but on potential consequences of that information traveling to the more intimate realm of a patient's social community.
This emphasis on personal consequences helps explain the third finding as well, which is that patients prefer that medical information be used exclusively for treatment. Studies showed that patients grasp the need for and benefit of sharing medical information. Some studies, indeed, indicated that under certain circumstances, patients approved disclosures made without a patient's authorization. 26, 37 Patient approval of select disclosures, coupled with patient rejection of routine release of information to insurance companies for reimbursement may suggest that some patients recognize medical information only as a vehicle to serve the direct medical needs of its owner. 14±16,23,36,38,39,40 Thus, reports that adolescents avoid care rather than risk parents getting access to their medical information, 14,90±92 and reports that adolescents may countenance a direct breach of confidentiality if done to help a patient get the care he or she needs may not be contradictory. Instead, they may reflect the belief that the sole function of medical information is good medical care, care that may or may not involve one's parents (or other authorities). Patients who resist information release therefore seem not to resist it on principle, or even based on whether the release is sanctioned or unauthorized. Their concern is rather with the circumstances surrounding the release. Taken together, these 3 findings explain much about the fourth and most alarming finding, that patients will delay or forego treatment, or alter stories about symptoms and onset of illness, to be sure those details never emerge publicly. Adolescents, 14 16, 25 all reported at least occasional instances when they chose not to seek treatment because of confidentiality concerns, or decided to withhold information during clinical interactions for the same reason. Such conduct is precisely what medical confidentiality protections are intended to prevent. Patients take independent actions to protect their medical information for several reasons, including ignorance or misinformation about protections they already have or may invoke, and fears that no protection is complete enough to stop the flow of private information from the clinic into their social community. These studies suggest that current changes in medical confidentiality legislation fall short of addressing patient fears. While they address institutional or bureaucratic circulation of information, which is of concern to patients, they ignore the privacy concerns of patients that emerge from the social or clinical context of care. To provide confidentiality protections that address these concerns, additional research attention to the patient's perspective is called for, and might include the following: 1) investigation of the general patient population in comparison to vulnerable populations as a way to gauge the extent of unmet patient needs; 2) examination of patient fears about inadvertent disclosure of medical information, beyond recognized concern with implications for health insurance, employment, and discrimination; and 3) creation of environments that encourage patients to feel protected. Current trends in health care seem to have set in motion a seemingly endless stream of financial and regulatory changes that force patients to frequently change clinics and doctors. In this context, care must be taken to stay mindful of the need for providing a protective and private treatment setting so that patients can pursue the care they need unhindered by fears of exposure.
